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The remote SSH server is configured to allow / support weak encryption
algorithm(s). - The ‘arcfour’ cipher is the Arcfour stream cipher with 128-bit keys.
The Arcfour cipher is believed to be compatible with the RC4 cipher [SCHNEIER].

Arcfour {and RC4) has problems with weak keys, and should not be used anymore.
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3.1. aho-corasick-0.4.0

L2 aho-corasick

fifz 4 0.4.0

A H 1 2017-05-16

VFRT B Apache License V2.0

A
scrm-service-weixin.jar_/BOOT-INF/lib/ahocorasick-0.4.0.jar

o WmEYIE
s lsEsNMAGERENRRFREEEERE.
7-13 EERRSIEER
4 FRY&R

4.1.1. ffmpeg-3.1.2
4.1.1.1. CVE-2016-6881

CVESS CVE-2016-6881

— The zlib_refill function in libavformat/swfdec.c in FFmpeg before 3.1.3 allows remote

LI attackers to cause an infinite loop denial of service via a crafted SWF file.

N P 2 ffmpeg

HEMTZH PR A 3.1.2

i 1) 2z A sk [ 2016-12-23

BiFCVSS s &L 5.5

i o B S 4R i

W It has been rep_urted that this has I_Jeen fixed. _P!eu:;e refer to the product listing for
upgraded versions that address this vulnerability.

Bra s i

com.huawei.himovie.test.apk_/lib/armeabi/libweiboffmpeg.so

o EIPMNERIEETIFR
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7-14 BERANERLEES
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5.1. Gtk
BXielE

52.1P

BXielE

5.3. FE{ERE &Y
EXi6E

5.4.5800<
BXielE

5.5. FE{ERE & 5A
EXi6E

5.6. SVN#it
BXielE

o LRRIFFFEIN ARSI

7-15 BEERERHFENEE
6 RRmIFEMAFTIT
6.1. BIND_NOW (#3+27M 3t skifia i 27)

wme

IR L PE

1

com.huawei himovie.test.apk_/lib/armeabi/libffmpeg_neon.so

2

com.huawei.himovie.test.apk_/lib/armeabi/libpdc.so

com.huawei himovie.test.apk_/lib/armeabi/libOttCalnterface.so

com.huawei. himovie.test.apk_/lib/armeabi/libc++_shared.so

com.huawei. himovie_test.apk_/lib/armeabi/libutility.so

com.huawei. himovie.test.apk_/lib/armeabi/libcurl.so

com.huawei.himovie.test.apk_/lib/armeabi/libweiboffmpeg.so

com.huawei himovie.test.apk_/lib/armeabi/libweibocache.so

com.huawei.himovie.test.apk_/lib/armeabi/libCDNSelector.so

10

com.huawei. himovie_test.apk_/lib/armeabi/libaegissec.so

o LZEFENTIIF
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71 ReMBENREYIR
T1.FEKSEREE
T.1.1
FAIH TS R
HHI BT Jete/passwd Hl fete/shadow SfF, HREEESHBRSSN
ISR Tt R
3 LEPE RS, 2uidsf P EE—, 3REMRFIZERFER. 4. EAshas12imEmkH =, 5.
RE root PV
EMERSHTERGEE: BOAERBIZORKARYS, BEFEHRE HA2uid fEP,
ik R G EHEEEBhashfkr, BEEERNEREMEED, rootlP#RESILE M RICHEH
AR
T.1L1$4REE
[

[There is no operate system in the package|

7.6 tHXAR1E15HAE

FFiE (open source)

BIFF I — SRS — T mAiRCRS, IFEUE, IR, AILARSZITAAIR AR
m, ESEEERES. Pl E R RRFESIMHEEE.

FEI4 (open source software)

RFAPEZHYFEAE, BIFRFTMEEES . E82. BRHRINFIEAR
FHBRITENER

FFELH{4% (open source component)

EFRRMRERSEPRI ARG EASTBEESRBIMAER . BEHERAIERTERUEER
BRI & . FRISIEFHFRIRTSH BT ERAVEESEE .

FHEFETIE (open source license)

FERAHAIRRUFE AR T BRI UZES | ESHRRYS, FaEHITASAETER
D ERFFRERERIIRF] o

WAL 9 (Software Composition Analysis)

BE DTG E SR —EE SNSRI Z G RYIRA] . B BERARAK.
PE(Portable Executable)

EWindowsZE 4t FRYRJHATIHFAIRAERET o

ELF(Executable and Linkable Format)

B—FUNXELLINnUXEZ FRIATIITM, Bint, H=HEREMMA%EEE (core
dumps) AIFRES ST

APK(Android application package)

ZT'EFAndroid?s?sﬂf,%éfﬁ@ﬁﬂE’\J—ﬂJF_"ZﬁHEF%@,SZ#TJf%EE, BT 5 AMZ RN AR HE
o
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7 ZHEIBD O

HAP(HarmonyOS application package)

ﬁi@%ﬁé{’ﬁ%éﬂ%ﬁﬁE?J—ﬂlﬁiﬁﬁ%if%@&#%it, BT akMEREEINAERAE

CVE(Common Vulnerabilities and Exposures)

NERRERE. BliRESEE, B— 1 5EEXEBXNEERE, WESTME
BZE2BRNRRHETRSIMBET ARER,

CVSS(Common Vulnerability Scoring System)

BARRBTED RS, 2—NMTUAFingE, BEfigitARENRENTERE, FHEH
fErERNAEZSENEEZE, BCVSS 2.0, 3.0, 3.1tnkE,

Ef&(firmware)

e PR ANTERR R S PRI

NVD

National Vulnerability DatabaseEIRLZEIRBIEE

CNVD

China National Vulnerability DatabaseEFREEZERAEZFES.
CNNVD

China National Vulnerability Database of Information SecurityExR{EEZ2imiE
o

EL NI
RIEZR A IEREI TR KRR ISR EL bR 4
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o  ERMMEEFIEN..

EERERR
SB BREEEHA.

$H2 EEANSHNG, BF — , &F “Fr5iE% > RESERS™ , #A ‘R R

Ho

|3 EEAERR.
o TERLDE, WMES-1Fx.
BERHESEREF . PREM . REREFNRERFRISH.

8-1 B2

o TEXRMEE, WMES-2fr, BrERSERPURS-1FTR.
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ERRY “Muh” 8 “E
H” , TEEMNMEM
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R R EFBR
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H
3o
=

ERMUEEEHLAIZIR o
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8

FitimEDE, SEsE.
fa. (RS EZ .

A

BTRRAEFRAINE D,
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- SRR EREREAIN
g, WRSH—H, WES
feiRmE . FeiRE
.. MR,
NRAFRINT Br-BEEHR
PRI S 21005, Wig
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1R E)

BRR - AEAIATE

o BTFEHA—X. E—FsiE—REFINRRER, WES-3FR.
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PESISSAPEY YRETO £, FHAMMES.
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o CHNEEEHANBRKS S0,
o CHERMIEHENIRE.
BERRER
BB BREWEHA,
BB EEMSHRG, Bk =, ®E ‘FaSiEs > REEERS , HA ‘28 R
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SIE3 g YRETRL | 1E RETD” REEHATII TR

TEHRE

- @ik ‘BERT IWSHRE, B “HETER” , I TFHSMREEIAL.
- BE ‘B4 WSHHRSEMRESTHN “TE” , ITHBEMREEIAM.
%=

B ‘S’ KSARSEPIETR “Ek” , ERGCIAWEE, NEF~E
—FRHRICR .

MEREEREY, ATUARKEHER—IR. MRTEBR, BREEATEAR
5T mbiE .

pillES e

- WEFEEMRRIRE, B “WERR® , TREEREEMRS MRS
- BEIREERETHN ‘WRRT . RERTEEMRRE MRS
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10 ZEIHARSS TIFHIKHIR(F

1 o =EIT RS STHFHIKIE

E1R(F

10.1 =HITIRSZIFNIRREERSSRIFIE

BE=EIHRSS
2)n i T S

FET=EHITRSE, RAHRICRBREERSTIRAVERE.

ZEIARSS
B,

SHIIRS SRR A EIEIRSSRIETIRME10-1F7R,

& 10-1 ZHRURSZIFRREEERSEFIIR

, BPALICRSRREEERSEXEESYE, ETHERBNENR.

BRI aRERO7TRIRMACE, EEZHITATRFESEEEHIT

BRESIR RiRER SHER

Py

ellfEaaE= domain createDomain

iz EE= domain deleteDomain
fRIBINE domain editDomain
GBIANIE/— A domain authenticateDomain
BAEIAIIE domain authorizeDomain
CIEZRIEE(ESS | scan createScanTask
CIBASRRIEIIE | scan createlnnerScanTask
x5

BEREFAMES | scan restartScanTask
EGERIEEEES | scan cancelScanTask
fRERIE{ESS | scan editScanTask
CIEITIRER resource createPurchaseOrder
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FFism 10 ZEHITERS ZISHI R HIR(E
BRIESR RRAER SHEMW
EIMTHRESR resource createAlterOrder
HEFFMTIRELE | resource createBatchAlterOrder
P resource createVSSResource
FRBR AU ESS monitor deleteMonitorJob
Hi=EMES monitor pauseMonitorJob
RS HENESS monitor resumeMonitorJob
2R vuln addVulnFalsePositive
B ER ISR vuln deleteVulnFalsePositive
g MubiFEIRS | report generateWebScanReport
TSRS | report downloadWebScanReport
M
INE host addHost
FRIRR host deleteHost
IR host editHost
b Sapic] host changeHostGroup
g ENA host addHostGroup
fmiBENAH host editHostGroup
fHBREN1ZE host deleteHostGroup
BUIERENIAEESS | scan createHostScanTask
EGHENIAEESS | scan cancelHostScanTask
ANINEkARAN jumper saveJumperServer
SRABDEIRA jumper editJumperServer
ARIBREHRAN jumper deleteJumperServer
A INsMbigY credential saveSmbCredential
fRiEsmbiZHY credential editSmbCredential
fHB&RsmbiZHY credential deleteSmbCredential
AR INsshiBiY credential saveSshCredential
B sshiZiY credential editSshCredential
B sshi84Y credential deleteSshCredential
SINFEFET tenant addTenantAgency
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BRIESR RRAER SHEMW
BRI Z4E tenant deleteTenantAgency
BERIR cleanup resourcesCleanUp
RgiREIE vuln addVulnFalsePositive
EGH 2B REIE vuln deleteVulnFalsePositive
LR ENEIRS | report generateHostScanReport
TEENEIRS | report downloadHostScanReport
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o RIBEVWAFRYEREE, REFERIHIANR, LUXEIBRZERINRIEE .

o EBRAEESERSTFEZLLELN. SYHIRMENRKSHERRS, XLEMWK
SHETIRS T LMRENREI TR

MRFENTWSELEBREETIER, FHEZEMIAIAMAR, ERILIBEAS

™, AERSMERREEERSIEEINE.

AETHENEYAPERIGE, RERENE-1E7xR.

TR

LRPERNZE, BETERRAFPARNLIGINNRREERSNR, FESERER
TR, RASERSSHFIESNIR, HEN: RISERSESNR. &56F
EXIFREEIERS ZINIEHBIRSERIN, IAMSIFIRSAIMEIIRIES LRFN
BEO
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1. ClERAFEFREN

FIAMEEHIGRIZARE, FHEFRREERSPR “VSS Administrator” .
2. GEABFFHIARBFA

FIAMIZFIGRIEZAR, FRBEIMANHEIZIBERE.,
3. FPERHIIENR

FEIZRARERESE, IIRERNXE, RIEFNR:

£ “IRSBIIR" FiEFRRREEERS (BRIKYFIRIEXESE “VSS
Administrator” ) B9F—HRSS, BRTNEARE, Fx “VSS Administrator” B
£
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